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MOJIEJIb YI'PO3 1 HAPVILIUTEJISA BE3OITACHOCTU ITEPCOHAJIBHBIX
JIAHHBIX, OBPABATBIBAEMBIX B MTH®OPMALIMOHHBIX CUCTEMAX
[TIEPCOHAJIBHBIX JAHHBIX IOV IAPCTBEHHbLIM BIOJDKETHBIM
YUYPEXJIEHUEM KVJIbTYPbI APXAHIEJIbCKOM OBJIACTU
«BEJIbCKUI KPAEBEJUECKUI MY3E1 UIMEHU B.®. KYJIAKOBA»

1. O0mue MoJI0KEeHHS.

Hacrosimas Mojenb yrpo3 6e30IacHOCTH MEepCOHATBHBIX TaHHBIX (Hatee — Monein)
COJIEPIKAT CHCTEMATH3UPOBAHHBIA ITEepeueHb yrpo3 0e30MacHOCTH MEPCOHAIbHBIX TaHHBIX MPU
ux o6paboTke B MH(POpPMAIMOHHON chcTeMe mepcoHaNbHBIX AaHHBIX I'BYK AO «Benbckuii
KpaeBequeckuii Myseit um. B.®. KynmakoBay (mamee — MCII[IH Myseii). YkaszaHHble Yrpo3bl
MOTYT HCXOIHUTH OT MCTOYHHMKOB, WMEIOIINX aHTPOIOIeHHBIH, TEXHOIC€HHBIA M CTUXHAHBIHA
xapakTep ¥ Bo3feiicTByromux Ha ysssumoctu VICIIJIH, xapakrtepHble juis panxoi MCII/IH,
pean3yst TeM CaMbIM YTPO3bI HHPOPMAITHOHHOM 6€3011aCHOCTH.

B Mogenn paercs o6o6menHoe ommcanue MWCIIIH, cocrasB, Kareropum W
npeAnoNaraeMelii  00beM 00pabaThiBAeMBIX IEPCOHATBHBIX HNaHHBIX (manee — II[{m) ¢
nocaenyromeit knaccudurarueit CIT/IH.

Mozens ommchIBacT MOTEHIIHAIBLHOTO HapymmTens Oe3oftacHOCTH IIJIH M IMOIXOIBI IO
OIPENIENIEHHIO aKTYalIbHOCTH YrpO3 C YYETOM BO3MOXKHOCTEH HApyIIMTeNs U OCOOEHHOCTEM
koukpeTtHoit MCII/IH.

Hacrostmmass Mogenp pa3paboTaHa B COOTBETCTBHM C TpeOoBaHuaMH DenepaibHOro
3aKOHOJIATENIbCTBA U (peIlepaIbHBIX OPraHOB I10 3aIUTE IEPCOHAIBHBIX JAHHEIX.

TepMUHEI B OTIpeJIeIeHHs, UCTIONB3YeMBbIe B TAaHHOW MOJEIIN:
1.1. APM - aBToMaTH3upOBaHHOE pabodee MecTo;
1.2. WP — undpopManimoHHBIH pecypc;
1.3. UCIIIa — nadopMaIimoHHas CHCTeMa epCOHAIBHBIX JTaHHBIX;
1.4. K3 — xoHTposupyemMast 30Ha;
1.5. IIJIn — nepcoHa bHbIEC TaHHBIE;
1.6. TIO — nporpammHoe o0OecrieueHue;
1.7. TITC — nporpaMMHO-TEXHUYECKHE CPEJICTRA;
1.8. IIODMMUH — noboyHbIE 3JIEKTPOMArHUTHBIE U3ITyUYEHUS U HAaBOJKH;
1.9. C3U — cpencrra 3amuThl HHOOPMAITUH;
1.10. CK3U - cpencrBa kpuntorpadpuieckoi 3amuTel HHPOPMAaIIH;
1.11. ®Cb — OenepanpHas cnyxba 6€30MaCHOCTH;
1.12. ®CO — DenepanpHas ciryx0a oXpaHbl;
1.13. ®CTOK — PenepanbHas ciryxba 110 TEXHIYECKOMY U IKCIIEPTHOMY KOHTPOJTIO;
1.14. TKYU — TexHn4eckuii KaHAT yTEYKH HHPOPMAIIUH;
1.15. HCJI — HecaHKITMOHUPOBAHHBIN TOCTYIIL.



2. XapakTepHcTHKA 00beKTa HHGOPMATH3ALHMH.

B I'bYK AO «Benbckuit kpaeBequeckuii Mmyseit um. B.®. Kynakosay (manee — My3eit)
cymectBytoT cienyromme Tansl UCITn: MCII/IH BeneHust OyXraaTepcKoro yuera, ypaBieHus
IIEPCOHATIOM, pacyeTa 3apaboTHOM miatel paboturkoB [BYK AO BKM.

Cocras MCIIlH um oOpabaThIBaeMBIX B HHX MEPCOHAIBHBIX JAHHBIX IPHBEIEH B
HacTosAmeil Moaenu.

B xauectBe 006bekTa nHGopmaTuzanuu [ BYK AO BKM BeicTymaoT:

- aBTOHOMHEBIE aBTOMAaTH3UPOBaHHEIE paboune Mecta (APM);
- JIOKaJIbHBIE BHIYUCIUTEIBHEIE CETH.

B 3aBucHMOCTH OT XapakTepHCTHK W OCOOCHHOCTEH OTHE/IBHBIX OOBEKTOB YaCTh
BEIUUCIUTENBHBIX cpenctB gaHHbIX [BYK AO BKM mnoaxiroueHa K CETIM CBS3H OOIIETO
II0JIb30BAHMSL.

BBoj mepcoHanbHBIX JaHHBIX OCYIIECTBIICTCS KakK ¢ OyMayKHBIX HOCHTENEH (Harpumep,
JOKYMEHTOB, yJIOCTOBEPSAIOIUX JIUYHOCTh cyObekTa [1JIH), Tak W C 3IeKTPOHHBIX HOCHUTEIIEH
uHpOpMAaIHH.

WCIIJa npeamnomnararot, Kak pacnpeaeincauyto (Ha APM), Tak u IeHTpain3oBaHHyIo (Ha
BBIJIETIEHHBIX (palfIOBBIX cepBepax ceTr) 00paboTky u Xpanenue I1/IH.

Ilepconaneuble nanHble cyObekToB II/lH MoryT BeBOmMTBEC W3 MCIIJIH ¢ 1mensio
Iepeayn IepCoHaNbHBIX NaHHBIX cOTpyAHUKOB [ BYK AO BKM, kak B 37eKTpOHHOM, TaK U B
OyMakHOM BHUJIE.

Kontpommpyemoii 3on0it (K3) UCII/IH sBistoTCS 30aHMS U OTAEIBHBIE IIOMEINeHus. B
IIpefiesiaX KOHTPOIMPYEMOM 30HBI HAXOATCS paboure MecTa IMOJIb30BaTeNlel U MecTa XpaHEeHUS
apXUBHLIX KOIMH JaHHBIX, CEPBEPHl CHCTEMBI, CETEBOE M TEleKOMMYHHUKAIIMOHHOE
obopynosanue VCIIJ[H. BHe xoHTpomMpyeMoil 30HBI HAXOIATCS JIMHUH TE€pefaddl JaHHBIX H
TEJIEKOMMYHHUKAIIHOHHOE O0OpYJIOBaHUE, HCIONB3yeMoe s HH(pOPMAIMOHHOrO OoOMeHa II0
CeTAM CBSI3M OOILIEro IMOJB30BaHUS W (WJIM) CEeTSIM MEXIYHapOJHOTO HH(POPMAIHOHHOTO
oOMeHa.

3. Coco0bI HAPYIICHUSA XapaAKTePUCTHK 0e30macHOCTH NEPCOHAIBHBIX TAHHbLIX.

Ucxons u3 nepeyns nepcoHAIbHBIX TaHHBIX, 00padareiBaeMbix B UCIIIH, cymiecTByrOT

CJIeyIoIKe cocoObl HapylIeHus: XapakTepucTuk 0ezonacHocty [1][H:

*  XWINEHHE NEPCOHANBHBIX JaHHBIX coTpynuukamMu [[BYK AO BKM nns ucnonbzoBanus B
KOPBICTHBIX IIETISX;

e nmepenaya (UHAHCOBOM, aIpeCHOM, IOPUINYCCKOM M mpodel mHPOpMAIUU O CyOBEKTe
[1IJIa TpeTbuM HIIAM;

*  HECAaHKIIMOHMPOBAHHOE NyOJWYHOE pasrjalleHHe NEepCOHAIBHBIX HaHHBIX, CTaBUIUX
u3BecTHBIME coTpynHuKkaM [ BYK AO BKM;

*  HECAHKIIMOHHPOBAHHOE MOJIy4YeHUE IEPCOHAIBHBIX JaHHBIX TPETHUMH JIHIIAMH;

*  YHHWYTOXXEHHWE (MHAHCOBOH, aJpPECHOW, IOPHIMYECKOH X Ipoded MHPOpPMAIMH O
cyonexre I1J1H;

e MoguduKanus (UHAHCOBOW, aIpEeCHOW, IOPUIMYECKOM M Ipodell HHGOpPMAnuMh O
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cyonexte I1/1H;

*  OnokupoBanume (HHAHCOBOH, aIpPECHOW, OPUIMYECKOW M Tpoued uHOOPMALMH O
cyonexre [1]1H;

*  BBOJ HEKOPPEKTHOH (UHAHCOBOM, aIPECHOMU, IOPUANYCCKON ¥ Tpoyeit mHpopManuu o
cyowekre [1]1H;

*  TIepefaya HEKOPPEKTHOH (UHAHCOBOM, apeCHOM, FOPHIHIECCKON U MpoUel HHPOPMAIUK
o cyonexre [1]1H;

*  HCKa)XeHHUe apXMBHOH MH(popMmarmu mo cyonexty I1)H.

*  YHHYTOXXEHHE apXMBHOH HH(popMariu mo cyorexty IT]H.

4. Yrpo3bl 6€300aCHOCTH HEPCOHATLHBIX JAHHBIX, IPH HX 00padoTKe B HH(OPMAHOHHBIX
CHCTeMaX NePCOHATbHBIX JaHHBIX.

ITox yrposamu 6e30macHOCTH IIEPCOHATBHBIX JAHHBIX TIpU uX 06paboTke B MCII/H moHrMaeTcs
COBOKYIIHOCTh ~ YCJIOBHH W  (akTOpPOB, CO3JAIOMIMX MOTEHIMAIBHYIO HIH  PealbHO
CYIIECTBYIOIYIO ~ ONAcHOCTh,  CBA3aHHY0 ¢  yTeykod  wmHpopManmuu U (Win)
HECAaHKIHOHHPOBAaHHBIMA K (WJIM) HeNpeTHAMEPEHHBIMH BO3JIEMCTBUAMH Ha Hee. Takum
obpasom, yrposel 6e3omacHoctu I1J{# npu ux o6paborke B UCII[H MOTYT GBITH CBS3aHBI KaK C
HENpeTHaMepPCHHBIMU  JielicTBusaMu  paGotamkoB HMCII[lH, Tak ¥ CcO  CIEOHAIBHO
OCYIIECTBIIAEMbIMA HEMPABOMEPHLIMU JEWCTBHSAMHU OTICIBHBIX OpraHW3alMii W IpakaaH, a
TaK)Ke WHBIMU HCTOYHHKaMH yrpo3. HempaBoMepHble NeHCTBHS MOTYT HUCXOIUTH TAKKE H OT
paboraukos 'BYK AO BKM B ciywae, korma OHHM pacCMAaTpHBAlOTCS B KadecTBe
MOTCHIMAIILHOTO HapymuTens OezonacHocty I1/TH.

B nemsix ¢popmupoBanus cHCTEMaTH3HPOBAHHOTO MEPEYHS yrpo3 GesomacHocTH ITJ[H Hpu ux
obpabotke B UCII[IH u pa3paGoTke Ha MX OCHOBE YAaCTHBIX (IETATH3HPOBAHHBIK) MOJIEIICH
IPUMEHHUTENIPHO K KOHKpeTHOMY Buay MCII/IH, yrpo3sl 6€30macHOCTH €PCOHAIBHEIM JAHHBIM
B ICTI/TH MOXKHO KITacCH)HIMPOBATE B COOTBETCTBHHE €O CJIEAYIONIMH IPU3HAKAMH:

- II0 BHJIaM BO3MOJKHBIX HICTOYHHUKOB yI'pO3;

- o tuy UCII/IH, Ha KOoTOpBIe HAITpaBiIeHa Peal3alis yrpos;
- TI0 BUJly HAapyIIaeéMOTr'o CBOMCTBa HH(OpManny (BUAY HECAHKIIMOHUPOBAHHEIX JICHCTBHI,
ocymiecTBisieMbIx ¢ [1]1H);

-10  cmocobaM peai3aliy yrpos;
-0 MCIIOJIBb3YyEMOH YSI3BUMOCTH;
-0 OOBEKTY BO3JEHCTBHSL.

Aot ICTI/TH cyImecTBYIOT CleyIOMIHe KIaCCH yIpo3 6e30IacHOCTH [ 1n:

Ilo BHUaM BO3MOJKXHBIX HCTOYHHUKOB yYrpos 0e30macHOCTH TIEPCOHAJIBHBIX JaHHBIX:

- YIpO3bl, CBS3aHHKIE C IIpeAHaMEPECHHBIMUA UJIA HEeNIpEeTHaAMEPEHHBIMU JICHCTBUSIMHA JINII,

umeromumu - poctyn kWP UCII[IH, Bkmouas mons3oBaTelnei, peanu3yromue yrpo3sl
HenmocpencTsenHo B UCIT ] x;



- YTPO3EL, CBS3aHHBIE C IPEJHAMEPCHHBIMH HJIM HEIpeIHAMEPEHHBIMH NEHCTBHSMH JIHIl, HE
umeromux gocrynma k MCII[IH, peammsyromipe yrposbl M3 BHEIIHHX CeTell CBS3H o01ero
IIOJIE30BAHMUS ¥ (MJIM) CeTel MEXIYHAPOIHOTO HHPOPMAITIOHHOTO OOMEHa;

- YTPO3BIl, BOSHUKHOBEHHE KOTOPBIX HAIPSAMYIO 3aBUCHT OT CBOMCTB TE€XHHKH, HCIIOIB3yeMOI B
NCIIx;

- YTPO3BbI, CBA3aHHBIE CO CTUXUHHBIME TPUPOJHBIMH SIBICHUSIMH.

Kpome 9T0r0, yrpo3sl MOTyT BO3HHKAaTh B pe3yjbTaTe BHEIPEHHS arnmapaTHBIX 3aKIagoK W
BPENOHOCHBIX IPOTPaMM.

ITo Tumy MICI1[IH, Ha KOTOpBIC HAlIpaBlIEeHA YIPO3a:

Ilo crpykrype WCII[[H, Ha KOTOpble HAIpaBE€HA yrpo3a, HEOOXOIMMO pPACCMATPHBATEH
CJIEAYIOIINE KITACCHI yTPO3:

- Yrposbl Ge3onacHOCTH JaHHBIX, oOpadareBaeMblx B MCITJIH Ha 6ase aBTOMATH3HPOBAHHBIX
pabouux MecT;

- Yrpo3sl 0e30macHOCTH JaHHBIX, oOpabarteiBaemMbix B MCIIJJH Ha 6a3ze JIOKaIbHBIX

UH(QOPMAITHOHHBIX CHCTEM.
ITo criocobam peanmzaiuu yrpos:

Io ciocobam peanusanuy yrpo3 BEIACTSIIOT CIIEyIONHME KIACChl yIPo3:

- YIPO3bl, CBA3aHHBIC C HECAHKIMOHMPOBAHHBIM gocTynoM K IIJIH (B ToMm wumcne yrposst

BHCJPCHHUS BPEIOHOCHBIX IIPOTPaMM);
- yrpo3s! yreuku [1/In mo TexnmyecknM KaHanam yredkd uapopmanun (TKYI);

- YIpO3bI CenHanbHbIX Bo3aekcteuit Ha MCIT/IH.

Ilo Buzy HapyIIaeMoro cBolicTBa nHbopMalMu (HECAHKIMOHUPOBAHHBIX JEHCTBHIA,

OCYIICCTBISIEMBIX C IEPCOHATBHBIMHA I[aHHI)IMI/I)Z

ITo BUY HCCAHKIIMOHHPOBaAHHBIX I[eﬁCTBHfI, OCYIICCTBISICMBIX C II€PCOHAIBHBIMU JAHHBIMHU,
MOJXHO BBIICIUTH CJ'ICJIYIOHH/Iﬁ KJIaCcC yrpoas:

- YIpo3bl, NPHUBOIAIIME K HapylIeHHIO KoHbuaeHImambHOocTH [IJ[H (KOMHpOBAaHHMIO WK
HECAaHKIIMOHHPOBAHHOMY DPAaCIPOCTPAaHEHUIO), [IPH peaTH3alldd KOTOPBIX HE OCYLIECTBIIIETCS
HETOCPECTBEHHOIO BO3AECHCTBUS Ha CONIEpIKaHNE HH(POPMAIIUH;

- YTPO3BI, IPHBOJIAIINE K HECAHKIIHOHHMPOBAHHOMY BO3JICHCTBHUIO Ha COJIEpKaHHE HH(DOpPMALIUH,
B pe3yJIbTaTe KOTOPOro IPOUCXOIUT U3MEHEHHE JaHHBIX WK X YHHUTOKECHHE,

- YTpo3bl, MPUBOMAAINKE K HECAHKIHMOHUPOBAHHOMY BO3IEHCTBHIO HA IPOrPaMMHBIE WA
nporpamMMHuo-anmapartuele  anemeHTsl MCII[IH, B pe3ynbrare KOTOPOrO OCYIIECTBIIAETCS

OJIOKHpOBaHHE JAHHBIX.
LS 2Onommaymoth JIusyMotTR SHIRTNOITH THEtHYIOHTe RIRtth JIpos:

- YIpO3bl, pealu3yeMble C MCIOJBb30BAHHEM YA3BHMOCTH CHCTEMHOIO IIPOIPAMMHOIO
obecneuenns (110);
- YIPO3BI, pealM3yeMble C HCIOJIL30BAHHEM YSI3BUMOCTH mpukiaagaoro I10; - yrpossr

BO3HHMKAIOIME B PE3YyJbTAaTe HCIIOIb30BAHMA YSI3BUMOCTH, BbI3BaHHOM HammdneM B MCIIJIH
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annapaTHoﬁ 3aKJIaIKH,

= YI'pO3H5I, peain3yeMbIC C HCIIOJIb30BAHHUEM YHSBHMOCTeﬁ IIPOTOKOJIOB CCTCBOI'O
B3aMMOJICHCTBHUS U KaHAIOB nepeaain JaHHbIX ]

- YI'PO3bI, BO3HHUKAIOIIHUE B PE3YJIBTATE UCIIOJIB30BAHUSA YA3BUMOCTH, BBI3BAHHON HEIOCTATKaAMU
OpraHusanuu TEXHUYECKOM 3aIUTHI I/IH(I)OpMaLII/H/I OT HCCAaHKIIHMOHUPOBAHHOI'O JOCTYIIA,

- YI'pO3bl, pPCaIU3yE€MBIC C HCIIOJIE30BAHUEM YHSBHMOCTCﬁ, O6y0JIOBJII/IBaIOHII/IX HaJIM4uc
TCXHUYCCKHUX KaHaJIOB YTCYKHU I/IHq)OpMaIII/II/I;

- YITPO35I, pe€aiu3yeMBIC C UCIIOJIb30BAHUEM y513BI/IMOCTeI71 CpEACTB 3alllUThI I/IH(bOpMaI_[I/II/I.

[To 06BeKTY BO3CHCTBHUS BBIIEISIFOTCS CIEAYIOIIME KJIACChl yTPpO3:

- yrpo3bl 6e3omacHocTH [1/1H, oO6pabaTriBaeMbix Ha APM;

- yrpos3sl GesomacHoctu [IJ[H, oOpabaThiBaeMbIX B BBIIETCHHBIX CpeACTBaX 00pabOTKH
(mpuHTEpax, IUIOTTEpax, rpadoMOCTPOUTENAX, BBIHECEHHBIX MOHHTOPAX, BHIEOIPOEKTOPaX,
CpecTBaxX 3BYKOBOCIPOM3BEAEHHUS M T.I.); yrpo3sl OesomacHoctd IIJIH, mepemaBaeMbIX IIO

CEeTSIM CBSI3H;
- YTPO3bI MPUKTATHBIM IIPOrpaMMam, ¢ TIOMOIIBI0 KOTOPhIX oOpabaTsiBatores [1/1H;

- yrpo3sl cuctemHoMy I10, obecnieunBaromemMy Gynkinuonupoanue UCIIH.

5. XapaKTepHCTI/IKa HCTOYHHUKOB yl"p03 6630HaCHOCTI/I nepconanbmﬂx JAHHBbIX B
ACT/Tn.

B otHomenun VICII/IH MOTYT CyIIeCTBOBATh TPH THITA HCTOYHHUKOB yrpo3 OezonacHocty [1/1H:
1. AHTpOIIOTeHHBIE HCTOYHUKH yrpo3 OezomacHoctr [1/]H.
2. TexHOTeHHBIE HCTOYHHUKH yrpo3 6e3omacHocTH [1/]H.
3. CruxuitHple HCTOYHUKHU yrpo3 OezomacHocTy [1]1H.
Jiias UCITJa TBYK AO BKM akTyanbHBI Yyrpo3sl 2 THIA - YIPO3bI, CBSI3aHHBIE C HATUYHUEM
nepcoHanbHbIX HaHHBIX)» g MCITJJs [BYK AO BKM Ttpebyercst oGecnieunts 3-uil ypoBEeHb

3alUINEHHOCTH IEPCOHATBHBIX JaHHBIX TP UX 00paboTKe B HHPOPMAIIMOHHOM CHCTEME.

AHTpONOreHHbIe HCTOYHUKH Yrpo3 6e3onacHoctu I1/1H.

B xagectBe aHTpomoreHHoro wuctounuwka yrpoz mgns  HCIIJlm  HeoOxomumo
paccMarpuBarth  CyOBeKTa  (IMYHOCTH),  HMMEIOIIET0  CAHKIIMOHWUPOBAHHBIA WM
HECAHKIIMOHHPOBAHHBIA NocTyn K pabore co mratHbiMH cpeactBamu MCIIJ{H, neiictBus
KOTOPOTO MOIYT IIPUBECTH K HapylIeHHIO O€30MacHOCTH IEPCOHATBHBIX JIAaHHBIX.
AHTPOIIOreHHBIE UCTOYHUKHU YTpo3 1o oTHOmeHu o K UCIT/IH MOryT OBITh KaK BHELIHUMH, TaK
U BHYTPEHHUMH

CpGI{H BHCIIHUX QAHTPOIIOICHHBIX HWCTOYHHKOB MOJXXHO BBIIACIIHUTH CJIy‘I&fIHBIG nu
MpEAHAMECPECHHBIC HCTOYHHUKH.

Cry4aiinble (HenpeJHAMEPEHHBIC) HCTOYHIKHA MOTYT MCIOJB30BaTh TAKKE YSI3BUMOCTH,
KaK OIMOKH, COBepIIeHHBIe Ipu mpoektupoBannu VCIIJ[H B ee 3IeMEHTOB, OIMOKH B
IPOrPaMMHOM OOECTIEUEHNH; PA3THIHOTO Poja COOU U OTKA3bl, HOBPEKICHHUS, IPOSBIIIEMBIE B
UCIIz. K TakuM HCTOYHMKAM MOXHO OTHECTH II€PCOHAT MOCTABIIMKOB Pa3IMYHOIO POJa

yCJIyT, MEpCoHAll HaJ30PHBIX OpPraHU3allMii W aBapuHHBIX clIyxk0 U T.n. JedcTBus (Yrpossi),

:L/"\



HCXOIAIHUE OT MAaHHBIX HCTOYHUKOB, COBCPHIAOTCA IO HE3HAHWIO, HEBHUMATEIIFHOCTH WJINA
XaJIaTHOCTH, U3 JIIO6OI'IBITCTBa, HO 0€3 371010 YMEICIIA.

IIpefHamMepeHHble  MCTOYHHKH — IPOSBISIOTCH B KOPBICTHBIX  YCTPEMIICHHUSIX
HapymuTened. OCHOBHas LENb TaKUX MCTOYHHUKOB — YMBIIUICHHAs J€30pTaHU3aIHs paboThl,
BBIBOA cucTeM OpraHusaliy M3 CTpOs, HCKaXeHHe HHPOPMAIMM 3a CYeT MPOHHKHOBEHUS B
WCIIIx myTeM HeCaHKIIMOHHPOBAHHOTO JOCTYIIA.

BuyTpennumMyu MCTOYHHMKAaMH, KakK TIpaBUIIO, SBISIOTCS CIEIHAIUCTEI B 00JIACTH
IPOTPaMMHOTO O0ECIEYeHNs] M TEXHHYECKHX CpPEICTB, B TOM WYHCIE CPEICTB 3aIlUTEI
MHQOpMalKK, MMEIOIHe BO3MOXHOCTD HCIIOJB30BAHMS INTATHOIO OOOPYHOBaHHSA U
nporpaMMHO-TexHH4eCcKuX cpencts MCIIJIH. K TakuM UCTOYHHKAM MOKHO OTHECTH OCHOBHOM

HepcoHal, IPeICTaBUTENIEH CIIy)KO 0€30I1aCHOCTH, BCIIOMOTaTE bHbIA 1 TEXHHIECKUH IEpCOHA.

Jlns BHYTPEHHHX MCTOYHMKOB YIpo3 0co00e MeCTO 3aHMMAarOT YIrpo3bkl B BHJIE
OIMOOYHBIX JNEHCTBHA H (WIM) HapylleHHH TpeOOBaHUM DKCILTyaTallHOHHOM W HHOM
JOKyMeHTaruu coTpyanukamu Opranusanuu, umeromux noctyn k P UCIIu. K nmomo6HbIM
yIpo3am, B YaCTHOCTH, OTHOCSITCS:

- HCIIPCAYMBIIIIICHHOC HCKAXXEHUE WIIH YIAJICHUC IIPOrPaMMHBIX KOMIIOHEHTOB;
- BHCAPCHHEC U HCIIOJIB30BAHUE HEYYTCHHBIX ITPOTPaMM;

- UTHOPHUPOBZHHWE OPraHH3alMOHHBIX OIpaHMYCHHH (YCTAHOBIEHHBIX MpPaBHI) NpH padoTe C
pecypcamu MICITJIH, BKIItoUas cpeicTBa 3aIiiuThl HHGOpMaIiy. B uactHoCTH:

- HapylIeHWe MpPaBUJl XpaHEHHs HMHQOPMAIMM OTPAaHMYCHHOIO AOCTYIIA, HCIIOJIB3YeMOM IpU
9KCIUTyaTalliy CPEJCTB 3aUTHI HHPOpMAIH (KII0YEBOM, MApOIbHON W ayTEHTHOUIMPYIOMIEH
uH(OpPMAIIHN);

- TIPEIOCTaBJIeHHE IIOCTOPOHHHM JIALIAM BO3MOXXHOCTH JIOCTyIla K CpEACTBaM 3alllMTHI
uH(}OpMaIY, a TakXKe K TEXHHYECKHM H IIPOrPaMMHBIM CPEJICTBaM, CIIOCOOHLIM IOBIUATH Ha
BBIIIOJHEHHE NTPENBSBIIIEMBIX K CPEJICTBAM 3alTUTHI HHGOPMAITUH TPeOOBaHMIL;

- HAaCTpoHKa M KOH(QHUTYpHpPOBAaHWE CPEJCTB 3allUThl HHPOPMAIMH, a TaKkKe TEXHHUECCKHX H
IIPOrPAMMHBIX CPEJICTB, CIIOCOOHBIX IIOBJIHUSTH Ha BBIIOJIHEHHE NPEABABISIEMBIX K CPEICTBAM

3alIUThI I/IH(I)OpMaI_[I/II/I Tpe6OBaHHﬁ, B HApYHICHUEC HOPMATUBHBIX U TCXHUYCCKHUX TOKYMEHTOB,

- HecooOmeHme o (¢akrax yTparbl, KOMIPOMETAIlMH KIIOYEBOH, MapoJIbHOW U
ayTeHTHQUUupyromed HHGopManuu, a Takke 000 npyrod HHGOpMAIHH OTrPaHHUECHHOTO

HAOCTYIIA.

HaI/I6OJIBHIyIO OIIaCHOCTH IIPEACTABIIAIOT IIPEAHAMEPECHHBIC YIPO3bI, HCXOAAIMUC KaK OT

BHCIIHUX, TaK X OT BHYTPCHHUX aHTPOIIOT€HHBIX HCTOYHHUKOB.

Heobxommmo paccMaTpuBarh CIETYIOIINE KIACCH TAKUX YIPO3:



- YIpo3bl, CBS3aHHbIE ¢ MPEAHAMEPECHHBIMHU AeicTBHsIMH Jul, uMeronmmu goctyn k MCIIH,
Bkimouass mosib3oBareneidt VICII[Im w mubX corpymaukoB I'BYK AO BKM, peanusyrommumu
yrpo3sl HenocpencTBenHo B MICIIJIH (BHyTpeHHUI HapyIIUTENb);

- YIPO3Bl, CBSI3aHHBIE C IIPEAHAMEPEHHBIMH JICHCTBUSMHE JHII, He uMerommMu foctyna k MCIIIn
upeanu3yronmMu yrpossl mo TKYHU.

TexHOreHHbIE HCTOYHHKH Yrpo3 6e3onacuoctu [1/{H.

TexHoreHHbIe HCTOYHHUKH yrpo3 HaIpsaMyro 3aBHCAT OT CBOMCTB TEXHHKH. HaHHBIe
HUCTOYHHKHU TAKXE MOT'YT OBITE KaK BHCITHUMH, TaK U BHYTPCHHUMH.

K BHENHMM HCTOYHMKAM OTHOCHTCS mHppacTpykTypHbIe dneMeHTsl MCIIJIH: cpenctsa
cBs3M  (TeneOHHBIC IMHWW, JHHWH Iepefaddl JAaHHBIX M T.OI.), CETH HHKEHEPHBIX

KOMMYHHUKaIH# (BOJIOCHAOKeHNE, KaHATN3aIHsI, OTOIUICHHE U IIp. ).

K BHYTpeHHHM HCTOYHHUKAM OTHOCSTCS HEKQUECTBEHHBIE TEXHUYECKHE M IIPOrPAMMHBIC
cpencrea 00paboTku WH(OpPMAIMK, BCIOMOTATENIbHBIE CPEACTBA (OXPaHBI, CUTHAIM3AINH,
TeneOHNM), Ipyrue TeXHu4Yeckue cpencTna, npumensemele B MICII/IH, a Takke BpEAOHOCHOE
MporpaMMHOe oOecriedeHue 1 anapaTHbIe 3aKIaKH.

AnnapaTHaﬂ 3aKJIaJAKa.

ATmapaTHple 3aKJIaJKd MOTYT OBITb KOHCTPYKTUBHO BCTPOEHHBIMHU M aBTOHOMHBIMH.
AnmapaTHble 3aKJIaIKA MOTYT PeaIn30BaTh yIPO3bI:

- cbopa u HakoruteHus [1J]H, o6pabaTeBaembix u xpanuMbix B UCII/IH;
- bopmuposanust TKYU.

B cuiy OTMEUeHHBIX CBOWCTB ammapaTHBIX 3aKIagoK dQQeKTHBHas 3alquTa OT HHX
MOXeT OBbITh oOOecliedeHa TOJNBKO 3a CYeT THIATENBHOrO0 YydeTra WX CHCHUQHUKH U
COOTBETCTBYIOIIECH OpraHM3ali TEXHWYECKOW 3amuThl HWHPOpPMAIMM Ha BCEX CTaAHiIX
xu3HeHHoro mukna UCIIJH.

HocuTean BpeqoHoCHOIT IporpaMMel.

B xauectBe Hocutens BpenoHocHod mnporpammbl B MCII/ITH MoxeT BBICTyIaTh
alllapaTHBIM 3JEMEHT CpEeJCTB BHIYMCIUTENbHOH TeXHMKH u3 coctaBa MCIIa wmm IIO,
BBIITOJIHAOIIEE POJIb IPOrPaMMHOTO KOHTEHHEpa.

Eciu BpenmoHOCHas ©IporpaMMa HE acCOIMHPYETCS C KaKOW-THOO TPHKIATHON

mporpaMMoR u3 cocraBa cucreMHoro wim obOmero [1O UCIIIH, B KadecTBe €€ HOCHTEIS
BBICTYHAIOT:

- BHENIHWH MAalIWHHBIA (OT4Yy)XIaeMbIi) HOCHUTENb, T.€. JUCKETa, OITHYECKUN IUCK, JIa3EPHBIA
JUCK, (DII3II-TIaMATh, BHEIITHHUM KECTKUN JUCK U T.I1.;
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- BCTPOCHHBIC HOCHTECIIH HH(i)OpMaI_II/II/I ()KCCTKI/IC HAUCKH, MHKPOCXEMBI OHepaTHBHOfI IIaMATH,
IIPOIECCOP, MHKPOCXEMBI CHCTEMHOH IIIAaThl, MHKPOCXEMBI YCTPOMCTB, BCTPAaUBAEMBIX B
CHCTEMHBIN OJIOK yCTPOMCTBA — BHACOANAITepPa, CETEBOM IIIATHI, YCTPOHCTB BBOA/BBIBOIA H T.
n.)

- MHUKPOCXEMBI BHEIIHUX YCTPOHUCTB (MOHHMTOpA, KIaBHATYpPHI, IPHHTEPA, IIOTTEPA, CKAHEPA U
T.IL.).

B ToM ciydae, ecim BpeOHOCHAs IporpamMma MOXET OBITh MPOACCOLMUPOBAHA C
cucreMHbiM uian obmmMm 11O, ¢ daitmaMu pa3smuyHOM CTPYKTYpHl MM C COOOIICHHSMH,
IepeNaBaeMbIMU 110 CETH, TO €€ HOCUTEIIEM SIBJITIOTCS:

- makeTs! nepenasaeMbix 1o cetu UCIIIH coobieHunit;
- (baiiyIel (MCIIOTHAEMEIE, TEKCTOBBIE, IpaQUIeCKHe H T.11.).

Ilpp BO3HMKHOBEHMH YIpO3 W3 JAHHONM TPyNOBl MHOSBISETCS MOTEHIHATILHAS
BO3MOXKHOCTh HApyNIEHHs KOH()HIEHIMATHOCTH, LEIOCTHOCTH, JOCTYIIHOCTH H JAPYTHX
xapakTepucTHk 6e3omnacHocty [1/1H.

CTuxuifHbIE HCTOYHHKH Yrpos 0e30macHOCTH MEePCOHAJIBbHBIX JAHHBIX.

CruxuiiHple  HMCTOYHMKH  YIPO3  OTJIHYAIOTCS  OOJBIIMM  pasHOOOpasHeM |
HETPENICKa3yeMOCThI0 M SBJIAIOTCS, KaK IPaBWIO, BHEIIHMMH II0 OTHOWIEHHIO K
Anvunuctpanun. Ilox HuME, IOpexnae BCEro, pacCMATPUBAIOTCS pA3IMYHBIE IMIPHPOIHEIC
KaTaKJIM3MBL. ITI0XKapbl, 3€MIICTPSACEHUS, YyparaHbl, HaBOJHCHHS. BO3HHKHOBEHHME JTHX
HCTOYHUKOB TPYAHO CIPOTHO3HPOBaTh M MM TSDKEJIO MPOTHBOJACHCTBOBAaTh, HO IIPU
HACTYIUICHAH IIOJA00HKIX COOBITHH HapymIaeTcs mTaTHoe GyHKIHoHuposanue camoii UCII/IH u
€€ CPeJICTB 3aIlUTHI, YTO IOTEHIUAIBHO MOXKET IPUBECTH K HAPYIICHUIO KOHOHIEHIIMAILHOCTH,
I[EIOCTHOCTH, JOCTYIIHOCTH B JPYTUX XapaKTepUCTHK Oe3omacuocta I1)H.

3amura OT Yrpo3, HUCXOIAIIHX OT TEXHOTCHHBIX M CTUXHMHBIX HMCTOYHHKOB YyIPO3
Oesonacnoctu I1J[H, permamMeHTHpyeTCs MHCTPYKIHMSIME, pa3pabOTaHHBIMA ¥ yTBEPIKICHHBIMU
OIIEpaTOPOM € Y4eTOM ocobeHHocTel akciuryaranun MCIT/]H.

6. Mopaenb HapymmuTeIs 6€30MaCHOCTH MEPCOHAIbLHBIX JAHHBIX.

AHanu3 BO3MOXKHOCTEH, KOTOPBIMH MOXXET 00JagaTh HapyIIUTeNb, IPOBOIUTCS B
paMKax MOJIENH HAPYIIUTES.

IIpu pazpaboTke MoAeIN HapyIIUTeIs 3aHKCHPOBAHEI CIICAYIOIINAE TIOJI0KESHHUS:
- bezonacuocts [1/Ta B UCII/IH obecnieunBaercs cpencrBamu 3amuthl nHGopmaruu UCI1/IH, a
TAaKXe MCIOJIB3YEMBIMH B HUX HWH()OPMAIIMOHHBIMH TEXHOJOTHSIMH, TEXHHYECKUMHU U
IIPOrpaMMHEIMU  CPEZICTBaMH, YAOBJIETBOPSIONIMMH TpeOOBaHUAM IO 3aluTe HH(GOpPMAIIHH,

YCTaHaBINBAEMBIM B COOTBETCTBHHM C 3aKOHOAaTeNbCcTBOM Poccuiickoit @enepannu;



- CpencrBa 3amutsl nHGopMaruu (C3W) mratHO GYyHKIMOHUPYIOT COBMECTHO C TEXHHIECCKUMHU
1 IIPOrPaMMHBIMH CPEJICTBAMH, KOTOPBIE CLIOCOOHBI IOBJIMSTH HA BBITOJHEHHE MIPEIBIBISIEMBIX
k C3U tpeboBanHui;

- C31M me wmoryr obecmeunth 3ammTy [IJlH OT [OEHCTBHH, BBIIOIHACMBIX B paMKax
TIpeIOCTABIEHHBIX CyOBEKTy NeicTBuil moaHoMouni (Hanmpmmep, C3M He MoxkeT oOecrednTh
sanmry IIJIH OT pacKphITHS JHIAMH, KOTOPHIM INPEAOCTABIEHO IPaBO Ha JOCTYN K O3TUM
JTAHHEIM).

6.1. Onucanue HapyIIATENEH.

C TOYKM 3peHHS HaIWMYusl I[paBa IOCTOSHHOIO MM pa3oBOro JlocTyna B
KOHTponmpyemyIo 30Hy (K3) 06nextor pasmemernst VICITIH Bce pr3myUecKue JIMIa MOTYT ObITh
OTHECEHHI K CIICAYIONTUM JIBYM KaTerOpHsIM:

- xaTeropus | — nuIa, He UMEIOIIHE IpaBa I0CTyIa B KoHTponupyemy:o 3ony MCI1/IH;
- xateropus Il — nuua, UMeroIHe MPaBo JOCTyNa B KoHTpoupyemyro 3ony UCIT/IH.

Bce noreHnuaipable HAPYIIATENN IOAPA3IENIIOTCs Ha:
- BHENIHUX HAapYIIWTENeH, OCYLICCTBISIOMMX aTaKd H3-3a IPEJEIOB KOHTPOJIUPYEMON 30HBI
NCIT/H;
- BHYTPEHHMX HAPYLIUTENEH, OCYIIECTBISIONMX aTaky, HAXOIACh B IPEJENax KOHTPOIHPYeMOH
3061 UCIT/IH.

B KadecTBe BHEIIHETO HAPYIIHMTESI KPOME JIMIl KaTeropuH 1 JOJDKHEI paccMaTpUBATHCS

TaKKe JInia
- 6piBmme cotpyaauku [ BYK AO BKM;

- MOCTOPOHHME JIMIIA, MBITAIOINUECS NOTyIUTh JO0CTyH K [I/[H B MHUIIMaTUBHOM ITOPSI/IKE;

- IpeICTABUTEIH NIPECTYITHBIX OpraHu3aIuil.

BHemHu#H HapyIUTeIh MOXKET OCYIIIECTBIIATD:

- mmepexBat oOpadarbiBaeMbix TexHuueckumu cpeactBamMu MCIIIa II/1H 3a cYeT uX yTEUKH IO
TKYHW ¢ wucrnonas3oBaHWEM TMOPTATUBHBIX, BO3UMBIX, HOCHUMBIX, & TakKe€ aBTOHOMHBIX
ABTOMATHYECKUX CPEACTB Pa3BEIIKH CEPUITHON pa3paboTKu;

- JIECTPYKTHBHBIE BO3JEHCTBHS depe3 aaeMeHTh nHpopManmonHoi uHppacTtpykTypsl MCIL/IH,
KOTOpBIE B TIPOIIECCE CBOETO JKM3HEHHOTO IMKJIA (MOAEPHH3ALMs, COIPOBOXKIEHUE, PEMOHT,
YTUJIR3aIHs]) OKa3bIBAOTC 3a mpenenamu K3;

- HECAaHKIHMOHHMPOBAHHBIA JOCTYI K WHGOpPMAMM C HCIOJIB30BAHUEM CIEHHMAIBHBIX
MIPOTPaMMHBIX BO3JICMCTBHI IMOCPEACTBOM IIPOTPaMMbl BHPYCOB, BPEIOHOCHBIX IIPOIPAMM,
AITOPUTMHUYECKUX WJIA MPOTPAMMHBIX 3aKJIaJI0K;

- mepexBaT WHGOPMAITUH, TIepeIaBaeMON TI0 CETAM CBS3HM OOINEro MOJIh30BaHUS MM KaHAIaM
CBSI3W, HE 3allWINEHHBIM OT HecaHknuouupoBanuoro mgoctyna (HCJI) x wHbopmamuu
OpraHU3aI[IOHHO-TEXHUICCKUMH MEpPaMHU;

- ataku Ha UCII/TH myTem peanu3aiuu yrpo3 yIaJeHHOTO TOCTYyIIA.

Brytpennuii Hapymmrtens (nuia kareropuu II) mompasnensercs Ha BOCEMb TPYNI B
3aBHCHMOCTH OT CIIOCOD0a ¥ IIOJHOMOYMH JocTynma K uHpopMmamuoHHbIM pecypcam (MP)
NCTIn:

1. K mepso#t rpymme ortHocsites coTpyaaukun I['BYK AO BKM, He ssusrommecs
3apEruCTPUPOBAHHBIMY IIOJIL30BATENAMH U He nomymeHHble k P MCIIJIH, HO HMeromue
CaHKIIMOHUPOBaHHbIN qocTyn B K3. K 3T0olf KaTeropuu HapymuTeneift OTHOCSTCS COTPYAHUKH



Pa3IMIHBIX CTPYKTYPHBIX IOAPA3AC/CHUN aJIMHHHCTPAIlH, O0ECIeUHBAIOIIME HOPMATHHOE
(ynximoHnpoBanue 00beKTa HHPOPMATH3AITHIL.
JIMIio 1aHHOM TPYIIIIEI MOYKET:
- pacmoyiaraTb MMEHaMH W BECTH BBIABJIEHHE MApoJied 3aperdCTPHPOBAHHLIX IOJIB30BaTENCH
NCIIx;
- M3MCHSTh KOH(HMIYPAlMIO TEXHHIECKHX CpencTB 06paborku [1JIH, BHOCHTH MpPOTpaMMHO-
anmnaparaele 3aknanku B IITC HCII[IH m obecreunBath cheM HH(GOPMAIMH, HCHONIb3YS
HENOCPE/ICTBEHHOE MOIKIFOUYCHHE K TEXHUYECKHM CPeICTBaM 00paboTKu HH(GOPMALIHH.
2. Ko Bropodf Trpymme OTHOCSTCS 3aperHCTpUpOBaHHBIE nodb3oBatenn  VICII/TH,
ocymecTBisifomue orpanudeHHbl goctyn k WP UCII[IE ¢ pabouero mecra. K aroit
KaTeropuu otHocsTces coTpyanuku I'bYK AO BKM, nmeromue npaBo A0CTyIa K JIOKAIEHBIM
WP VCII/Ia ns BEITOHEHUS CBOUX JIOKHOCTHBIX 00S3aHHOCTEIA.
JInmo naHHO# TPYIIILL:
- 001alaeT BCEMH BO3MOXHOCTSIMH JIKI[ IEPBOH KATETOPHH;
- 3HACT, 110 MEHBIIEH MePE, OIHO JIETATFHOE UMSI JIOCTYIIA;
- obnajgaeT BCceMH HEOOXOOUMBIMH aTpHOyTamMu (HampHMep, HapoieM), O06eCIeUHBAIOIIAM
noctyn k MP UCII[Tx;
- pacnionaraet ITJIH, K KOTOPBIM MEET JOCTYIL.
3. K TpeTbeii rpyIme oTHOCSTCS 3aperHCcTPUPOBaHHbIE MOJb30BaTenu moacucteM MCIT T,
OCYINECTBIIAIONMME yaajleHHbIN noctyn K [1/1a mo nokansuoi cetu [BYK AO BKM.
- 00IaiaeT BCeMH BO3MOXKHOCTSIMH JIUIl BTOPOM KATETOPHH;
- pacrnonaraer uHpopmamued o tomonoruu cetd MCIIJ[H W cocTaBe TEXHHYECKHX CPEJICTB
NCIIx;
- IMEET BO3MOXKHOCTD IPAMOTO ((GH3HYECKOr0) JOCTYNA K OTACIBHBIM TEXHHIECKAM CPEACTBAM
(TC) UCIT/IH.
4. K wuerBeproff TIpymme OTHOCSTCS 3aperHCTPHPOBaHHBIE IoJb3oBaTeqn MCIINIH ¢
MIOJTHOMOYHAMHM aJIMUHMCTpaTopa Ge3omacHocTy cermenta (pparmenta) UCIIIH.
JInmo maHHOM TPYIIIIEL:
- obazaeT 1moIHON MHOOpPMAIHMell 0 CHCTEMHOM M MPHMKIAJHOM IIPOrPaMMHOM OOECIICUeHHH,
ucnoybzyemom B cermente UCII/IH;
- oOmamaer monHOM MHGbOpMAmMEeNd O TEXHHYECKHX CPEICTBAX W KOHQHIYpAlMH CErMEeHTa
UCII/x;
- HUMEeT JIOCTYyNl K CpPEACTBaM 3alluThl HH(MOpPMAIMM W IMPOTOKOJHPOBAaHHS, a TaKKe K
OTIEJIBHBIM JJIEMEHTAM, UCIIOb3yeMbIM B cermenTe VICIT/H;
- IMEET JOCTYI KO BCEM TEXHUYECKUM cpezicTBam cermenta MCITJIx;
- obOnamaer mpaBaMH KOH(MUIYPHPOBAaHUS ¥ aIMHHHACTPATHBHOW HACTPOMKH HEKOTOPOTO
MOJIMHOXXECTBA TeXHUYECKUX cpeacTB cermenTa MCIIIH.
5. K mdaro#l rpynme OTHOCSTCS 3aperuCTpUpOBaHHBIE MOJB30BATEIM C IOJTHOMOYHSMH
CHCTEMHOI'O  aJMHUHHUCTPATOpa, BEHIIONHAIONIETO KOHOUTYpHpOBAaHHE W  yIpPaBICHHE
IIpOrpaMMHBIM oOecredeHHeM W 00OpyIOBaHHMEM, BKJIIOYas 00OpyIOBaHHE, OTBedarollee 3a
0€30IIaCHOCTh 3aIIUINAeMOro OOBEKTa: CPeACTBAa MOHHUTOPWHTA, PE3EPBHOTO KOMUPOBAHHUA,

AHTUBUPYCHOI'O KOHTPOJIA, 3allIUTEI OT HECAHKITUOHUPOBAHHOI'O JOCTYIIA.



JInmo naHHOM TpyMIIbL:
- obOmamaer monHOM wuHpOpMAIKENl O CHCTEMHOM, CIeIHanbHOM U mpHkiIagHoM IIO,
ucnonaszyemom B UCII/1H;
- obimamaet moauo# uHdopmarmeit o TC u xkoudurypanuu UCILIH
- mmeeT goctyn ko BceM TC MUCII/IH 1 nanHbIM;
- o0najaer nmpaBaMu KOHGUTypupoBanus u anMuHUCTpaTHBHON HacTpoiiku TC UCIIIR.
6. K 1recroii rpyIme OTHOCSTCS 3aperiucTpupoBanHble noib3oBarenu VCII/IH ¢ nonHoMoYusamMu
aqmuuuctpaTopa GesomacHoctd 'BYK AO BKM, oTBewaromero 3a coOMIOAEHHE IPaBUIT
pasrpaHMYeHuss JOCTyIa, 3a TCHepaldio KIIOYeBBIX JJIEMEHTOB, CMEHY IapoJew,
KpPUNTOTpadUIeCKyO 3aIMUTy HHGOpManuu. AIMHHHCTPATOp O€30IIaCHOCTH OCYMIECTBISCT
ayJIUT TeX XKe CPEJICTB 3alUThl 00bEKTA, YTO U CUCTEMHBIA aIMUHUCTPATOP.

JIM1I0 JaHHOW TPYTIIIBL:
- obnanmaet momHou uHGOopManueit 06 UCII/IH;
- IMEET JIOCTYIT K CPEJCTBaM 3aIlUThl HHGOPMAIMK H IPOTOKOJIMPOBAHUA U K YaCTH KJIFOYEBBIX
sanementoB UCII/IH;
- HEe UMeeT IpaB JAOCTyNa K KOHPUTYPHPOBAHUIO TEXHUYECKUX CPEICTB CETH 3a MCKIIIOYCHHEM
KOHTPOJIbHBIX (MHCIIEKIIHOHHBIX ).
7. K cenpMoii TpyIIIie OTHOCATCS JIMIA W3 YHCIa IPOrPaMMECTOB — pa3pabOoTYMKOB CTOPOHHEH
OpraHu3anuy, sBIsTonrxcs mocrasmukaMu [10 u nuna, obecrednBaronye €ro COpoOBOKICHHE
Ha o0bekTe pazmerenus UCIIIH.

Jlumo naHHOU TPYIIIHL:
- o6mamaer unopmalrer 06 aqropuTMax u mporpammax oopadorku unpopmanuu B MCIIIH;
obmamaer BO3MOXHOCTSIMH ~ BHECCHHS OIMMOOK, HEJEKJIApUPOBAHHBIX  BO3MOXKHOCTEH,
IIPOrPaMMHEIX 3aKJIaIo0K, BpemoHocHbx mporpamm B I10 MCII/Ia Ha cramum ero pa3paboTKH,
BHEJIPCHUSI U COTTPOBOXKICHHS;
- MOXET pacroyarath JrObME (parmMeHTamu wHpopMmarmu 0 TC 00paOOTKM M 3aIIUTEI
unpopmaryu B UCIT/IH.

8. K BoceMmoli rpymme oTHocsTes nepcoHan, obcmyxkuparomuii TC VCII/H, a Taxxke nuia,
oOecIeunBaroIe MoCcTaBKy, conpoBoxaeHue U peMmont TC UCII/H.

JIno naHHOW rpyNIIbL:
- obmamaer Bo3MOXHOCTsIMH BHeceHms 3akiaanok B TC MCIIJIH Ha cramum mXx pa3paboTKH,
BHEJIPEHHUSI U COTIPOBOKICHHUS;
- MOXeT pacmonaraTts ¢pparmenTamu uHGopmanwu o Tonojorund UCIIJ[H, aBTOMaTH3UPOBAHHBIX
pabounx Mecrtax, cepBepax M KOMMYHHKAIIHOHHOM oOopymoBaHWH, a Takke o TC 3amursl

nHpopmanuu B UCTI/IH.
6.2. IlpenmososkeHust 0 BO3MOXKHOCTSIX HAPYITUTEIIS.

Jlns monyuenus: ucxoaubix ganubix o UCII/Ia napymmrens (kak 1 xateropuu, tak u II
KaTerOpUK) MOJKET OCYIIECTBISATH IepexBaT 3amu(poBaHHOW MHGOpMAIMH M HHBIX IAHHBIX,
IEPEIABAEMBIX 110 KaHAJIaM CBSI3U CETSIM OOIIEro MOJIb30BaHUS U (UIIH) CETSIM MEXIYHApOIHOTO
HHOPMAIIOHHOr0 00OMEHa, a Takxe 1o JoKanbHbM ceTsiMv CIT/H.

JIro6oit BHYTpeHHU HApYIIUTETh MOXET UMETh (DU3UYECCKHUI TOCTYI K JIMHUSIM CBSI3H,
CHCTEMAaM 3JIEKTPOIIUTAHUS U 3a3eMJICHHUSI.



IIpennonaraercs, 4TO BO3MOXHOCTH BHYTPEHHET0 HAPYIIMTENS CYLIECTBEHHBIM
00pa3oM 3aBHCAT OT JIEHCTBYIOIMX B NPe/eiax KOHTPOIUPYEMOH 30HBI 0GBEKTOB Pa3MeIIeH s
VICIIlz orpaHnyATensHBIX (AKTOPOB, M3 KOTOPBIX OCHOBHBIMH SIBIIOTCS PEXHMHBIE
MEPONPHUATHUS ¥ OPraHU3ALMOHHO-TEXHUYIECKIE MEPhI, HallpaBJIeHHbIE HA:

- IPEJIOTBpAIICHHE U NIPECEYCHHNE HECAHKIIMOHUPOBAHHEBIX IEHCTBHI;
- 10A00p U PacCTaHOBKY KaJpOB;

- IOMYCK (PU3MYECKMX JIUIl B KOHTPOIHUPYEMYIO 30HY H K CPe/ICTBA BEUHCIATEILHON TEXHUKH;
- KOHTPOJIb 3a ITOPSIKOM IIPOBEACHUS padoT.

B cumny ororo BHYTpeHHHH HapymIHTedh HE HMEET BO3MOMKHOCTH IONyYEHHS
cienraypHbIX 3HaHU#E 0 MCII/{H B 00beMe, HEOOXOIMMOM /ISt PEIIEHUs. BOIPOCOB CO3IAHUS U
IPEOIONICHUS CpeACTB 3amMTel I[J[H, U HCKIFOYaeTcs ero BO3MOXHOCTh IO CO3JAHHIO H
IIPUMEHECHHIO CIeIHATbHEIX IIPOrPaMMHO-TEXHHYECKHUX CpelCcTB peanuzanuu
L[EJICHANIPABJICHHBIX BO3ACHCTBHM JaHHOIO HapyIIUTENS Ha MOJJIC)KAIIHE 3alIUTe OOBEKTHI U OH
MOXET OCYHIECTBIIATH IOIBITKM HECAHKIMOHUpPOBaHHOrO nocTtynma K WP ¢ wmcmoib3oBaHueM
TOJIBKO HITaTHBIX IporpaMmMHoTeXHUYecKuX cpeacTB VCII/Ta Oe3 HapyIieHus UX I1€JIOCTHOCTH.

Bo3M0XkHOCTE croBopa BHYTPEHHHX HapyIIATeNeH MeXTy cob0M, CroBopa BHYTPEHHET0
HapyLIUTENs ¢ IePCOHATIOM OpraHu3anui-paspaborunkos noacucteM VICII/IH, a Takke croBopa
BHYTPEHHEIO M BHEIIHETO0 HapylIMTENed [OJDKHA OBITh HCKIIOYCHA IMPHMEHEHHEM
OpPraHU3alMOHHO-TEXHHYECKUX M KaJpOBO-PEKUMHBIX Mep, JCHCTBYIOIMHX Ha OOBEKTaX
pasmenienus UCII/IH.

6.3. [Ipennonoxenus 06 UMEIONUXCS y HAPYIINTENSA CPEACTBAX aTak.

IIpenmonaraercs, 4To HapyIIUTEIb UMEET BCe HEOOXOIUMBIE IS MIPOBEAEHHUS aTaK II0
JIOCTYIIHBIM €MY KaHajlaM aTak CpeiCTBa.

Bremnuii Hapymurens (7amma, karteropumd I, a Takke numa kareropud Il mpH
HaxoxzaeHnn 3a mpenenamu K3) MokeT HCHONB30BaTh CIEAYIOIIHE CpEACTBA HOCTyIIa K
3amuaeMoi nHopmanm:

- JIOCTYIIHBIC B CBOOOZHOM IIPOJIake ammapaTHbIE CPEICTBA M IPOTPAMMHOE 00€CIICUCHHE, B TOM
YHCIIE IPOrPaMMHBIE U alllapaTHbIE KOMIIOHEHTHI KPHIITOCPECTB;

- CIEIMAIBHO pa3paO0TaHHBIE TEXHHYECKUE CPEICTBA K IIPOrPAMMHOE 0OECIIEUEHHE;

- CpelCTBA IIepexBaTa U aHalu3a HHQOPMAITHOHHEBIX IOTOKOB B KaHAIAX CBSI3H;

- CIIelMaJIbHBIE TEXHUYECKHUE CpeicTBa nepexBara nHpopmanuu mo TKYU;

- mrarHele cpenctsa MCIT/IH (TonbKo B ciiydae WX pacroiokeHus 3a npeaenamu K3).
BryTpeHHHMI HapymmTenb IS JOCTyNa K 3allUIacMoi HH(OpMAIluu, comepiKariei
ITJIH, MOXeT HCIoNIb30BaTh TONbKO ImTaTtHbIe cpeactsa VICII/IH. ITpu 5ToM €ro BO3MOKHOCTH
II0 WCIOJB30BAHHUIO INTAaTHBIX CPEICTB 3aBHUCAT OT peanmm3oBaHHex B MCII[On
OpPraHU3aIMOHHO-TEXHUYECKUX U PEXKUMHEIX Mep.
6.4. Onucanne KaHAJIOB aTak.
Bo3MoXXHBIME KaHaJlaMU aTak, KOTOpble MOXXET HCIIONb30BaTh HAPYIIUTENb s
nmocTyma K 3ammuinaemoit napopmanuu B UCIT/IH, sBiastroTCs:
- KaHaJIBl HEMOCPEJICTBEHHOTO JOCTYIAa K OOBEKTY (BU3YaJIbHO-ONTHYECKHH, aKyCTHYECKHH,
¢busznyueckuii);
- 3JIEKTPOHHBIE HOCUTENM HH(OpPMAalIKMK, B TOM YHCIE CHEMHBIE, CIAHHBIE B DPEMOHT H
BBIIIIEIINE U3 YIIOTPEOICHUS;



- OymMakHbIe HOCHTENH HHPOpMAaIINH;

- IITaTHBIE TTporpaMMHo-anmapatabie cpenctsa MCIT/x;

- KaOeJNbHBIE CHCTEMBI W KOMMYTAallHOHHOE OOOpYZOBaHHE, DPACIOJOKEHHBIE B IIPEENax
KOHTpOJMpyeMoit 30HBI W He 3ammumieHHsle oT HCJl x mHpOpManuu opraHu3alMOHHO-
TEXHUYECKHMHU MEpPaMH;

- He3aImUIIeHHble KaHaikl cBa3u; TKY .

6.5. Tun mapymmresns npu ucnoib3oBanud B VICIIJ[H kpunTorpaguuecKkux CpeicTB 3alUThI
HHbOpMaIUU

[Ipu o6mene wunabopmarmeit Mexnay WMCII[lH u BHeHMMHM IO OTHOIIEHHIO K
NPEINPUATHIO HHQOPMAITHOHHBIMA CHCTEMaMH HEOOXOJUMO HCIOJB30BAHHME CPENCTB
kpunrorpadmueckoi 3anmrtel nHGpopmarnmu (CK3U).

VpoBeHb KpuITOrpaguyueckoi 3aImduThl MEPCOHAIBHBIX JAHHBIX, OOecIeYrBaeMOMN
CK3U, ompenensiercss IyTeM OTHECEHHS HApyIINUTENsd, IEHUCTBUAM KOTOPOro JIOJKHO
npotuBocToaTe CK3U, x KoHKpeTHOMY THIy, U Oa3upyercs Ha MOAXOJaX, OIHCAHHBIX B
«MeToauYecKUMH PEKOMEHIAUsSIMU 1O OOECHEYeHHI0 C IIOMOIIBI0  KPHIITOCPEICTB
©€30IacHOCTH TEePCOHANBHBIX JaHHBIX NMpH MX 00padoTke B HMH(GOPMAIMOHHBIX CHCTEMAax
NEePCOHATBHBIX JAHHBIX C UCIIOJIB30BAHUEM CPEICTB ABTOMATH3AIMH Y.

Tun mapymmrens u kiace CK3U momken ompenesiTbes B COOTBETCTBUU C TabIHUIEH
COOTHOIIEHUS THIOB HapymmTens u knacca CK3U:

I'pynna BHyTPeHHEro HAPYMIMTE/ A T Kaace CK3U
HApyIIHTeIs
I'pynma 1 H, KE&2
I'pynma 2 H; KC3
I'pymnma 3 H; KGES
I'pynma 4 H; KC3
I'pynmna 5 H; KE3
I'pynma 6 H; KC3
I'pyrma 7 Hs KB2
['pymnima 8 Hy KBI

Bremnuit Hapymurtens ortHocuTcss kK tumy HI1. Ilpm 3ToMm, ecmu oH oOnamaet
BO3MOXXHOCTSMH IO  CO3JaHHIO CIOCOOOB ©  MOATOTOBKH  aTaK, AaHAJIOTMYHBIMU
COOTBETCTBYIOIMUM BO3MOXKHOCTSIM BHYTpPEHHero Hapymmrtens tuma Hi (3a wWcKiIrOueHmeM
BO3MOJKHOCTEH, TPETOCTABIISEMBIX IPEObIBAHHEM B MOMEHT aTaKd B KOHTPOJMPYEMOI 30HE), TO
STOT HapYLIMTEIb TaKKe OyaeT 0003HavaThes Kak HapyuTens Trma Hi.

7. AKTyaJIbHbI€ YTPO3bl 6€30IIACHOCTH MePCOHATBHBIX TAHHBIX B HH(OPMALHOHHBIX
CHCTEMAaX NePCOHAIBHBIX JaHHBIX.

JI71s BHIABIIEHMS U3 BCEro IepedHs yrpo3 Gesomacuoctd 1[I0 akTyamsabx mis MCIITa
OLIEHUBAIOTCS [1Ba IOKA3aTEIS:

- YpoBeHb ucxoaHoi samummenHocta UCITIx;
- 4acToTa (BEPOATHOCTD) PeaTn3aliii pacCMaTPUBAEMON YIPO3EL.
7.1. YpoBeHb HCXOMHON 3aIMUIIIEHHOCTH HHPOPMALIOHHON CHCTEMBI TEPCOHANBHBIX JaHHBIX.
[lon ypoBHem wucxomno#t 3amwmennocts MCIIJH mnoHMMaeTcs 06OOIEHHBIH
TI0KA3aTelb, 3aBUCAIIUI OT TEXHUYECKUX U SKCILTYaTallMOHHBIX XapakrepucTuk MCITIH.
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Ilepederp naHHBIX XapaKTEpPUCTHK U OKasatenu samumensoctd UCITIH, 3aBucsimume
OT HUX, IIOKazaHel B Tabiuie (HOKazarenH, OTHOCAIIUXCSA K aIMHUHHUCTPAIIUHU, BBIIECIEHBI
YKUPHBIM KYpCHBOM.

Jis ompeneneHuss HMCXOMHOM 3allUINECHHOCTH HCIIJJH 1omKHO OBITH pPACCUMTAHO
IPONEHTHOE COOTHOIIEHHE KaXIOrO0 YPOBHs 3alIMINEHHOCTH KO BCEM XapaKTEPUCTHKAM,
umeromuM mMecto ast UCIITa.

Texnuyeckue u 3kcnIyaTanHoHHbIe xapakrepucTuku UCIIn

Boicoxuii
Cpennuii
Huszkuit

ITo TeppuropuaIbHOMY pasMelieniio

pacnpeaenennas UCII/IH, koTopas 0XBaThIBAET HECKOIBKO 06J‘IaCTeI/I KpaeB, OKPYTOB HITH
rOCyJapCcTBO B LIEJIOM

roponckas UCTI/ls, oxBaTbiBaromas e 60/1ee 0HOr0 HACENEHHOTO MyHKTa (TOpoJia, I0CEIKa)
KopriopaTiBHas pactpenenennas UCII/IH, oxBaTbIBatOmIas MHOIHE MOAPA3/IETEHHS OTHOM
OpraHM3aIin

nokaneHast (kamrycnas) UCII/TH, passepHyTas B Ipejieiax HECKOTBKHX GITH3KO PACIIOIOKSHHBIX
3IaHUN

noxkanvhas UCI/Tn,

A36EePHYMAs 8 NPedenax 00H020 30aHUA

Ilo HaTHYHIO cOeTHHEHHS € CETAMM 00II1ero noJIb30BAHNA

WCII /11, nMetomias MHOrOTOYEYHbBINA BBIXO B CETh OOIIETO MOIb30BAHNUS

WCII/IH, nMeromnias 0IHOTOYE€YHbII BBIXO/] B CETh OOIIET0 MOIb30BAHMS

HCI/Tn, ¢pusuuecku omoenennan om cemu 06uiezo no1b306anus

ITo BeTpoeHHBIM (JlETa/ILHBIM) ONEpALHAM ¢ 3anucsaMu 6a3

YTEHUE, ITOHUCK

3anucy, yoaneHue, COpmuposKa

MoudHKaums, nepeaada

ITo pasrpaHHYEHHI0 AOCTYNA K NEPCOHATLHBIM TaHHBIM
HUCITn, k Komopoi umeem docmyn onpedenerHotii nepeens compyonuros 'YK AO
BKM

HCII/IH, Kk KOTOPOM HMEIOT HOCTYII BCE COTPYIHUKH OPTaHM3aIHH, SBISIOIICHCS BIIa(EIbIEM
UCIIx

MCTI/IH ¢ OTKPBITEIM H0C TyTom

Ilo nann4uto coennuennii ¢ Apyrumn Gazamu II}IH HHBIX I/ICII}];H ~
Hurerpuposannas MCIT/IH (opraHn3aliis HCIOIB3YET HECKOTBKO 6a3 HI[H I/ICHZIH IIPH 3TOM
OpraHM3aLsl He SIBJISETCA BIIA/ETIbIEM BCEX UCHIOMb3yeMbix 6a3 IT]Tw)

HCII/Tn, 6 komopoii ucnonssyemea oona 6asa I1/ln, npunadnesicawias opzanusayuu —
610€1bYy OAHHOU HCH,ZIH

Ilo ypoBHIO 0 606memm (o6esnnuupanun) I/Tn "

HCII/IH, B KOTOPOI IpeI0CTaBIIEMbIE ITOTB30BATEIIO AaHHEIE ABIISIOTCS 00€3THIEHHBIMI (Ha
YPOBHE OpraHM3alliy, OTPACIIH, 00IaCTH, PErHOHA U T.J1.)
UCTI/IH, B K0TOpO#i 1aHHBIE 00E3TMIHBAIOTCA TOIBKO IPH TIEPEAAdE B APYTHe OPTAHU3AIMHI 1
He 00€3MMYEHb! IPY MPEXOCTABICHUH M0JIb30BATEIO B OPTaHH3ALUK
HUCII/TH, 6 Komopoii npedocmasnsemole NONb308AMENI0 OAHHbIE He AGNAIONICA
00e3nu"YeHHbIMU

IIo 00Bemy I1/1H, KoTOpBIE ﬂpeﬂOCTaBﬂﬂmTCR CTOpPOHHHUM noJb3oBateanm UCI /T 6e3

NpeABAPHUTE/ILHOI 00paboTKH

HMCIIIH, nperocrastomas BCio 6a3y manHbix ¢ [T/

WCIIIH, npenocrasistomas yacts [1J{x

HCII/TH, He npedocmasnatouue HUKAKOU UH(opmayuu

KosmmuecTBo penenmii
OGmiee KOJIHYECTBO pelieHH

IIpunumaercs, yro MCII[IH uMeeT BBICOKMH ypOBEHb HCXOJHOW 3aIlMINCHHOCTH,
eciu He MeHee 70% xapaktepucTuk VCIIJI[H COOTBETCTBYIOT YpPOBHIO «BBICOKHI», a
OCTaJIBHOE YPOBHIO «CPEIHUI».



[Tpunumaercs, uro UCIIJIH uMeeT BBICOKHN YPOBEHb UCXOIHOM 3aLIUIIEHHOCTH, ECIIH
He MmeHee 70% xapaktepuctuk MCIIJIH cOOTBETCTBYIOT YPOBHIO «BBICOKHIY», @ OCTalLHOE
YPOBHIO «CPETHUM».

B ciyuae ecniu He meHee 70% xapaxrepuctuk VCII/IH OTHOCHTCS K YPOBHIO «HE HIKE
CPEIIHETOY», @ OCTAIbHBIE K YPOBHIO «HH3KHiT», To mcxonHas 3amumenHocTs VICIIr Oyner
CpEeIIHEro ypOoBHSL.

Bo Bcex ocranpubix cnydasx MCIIJ{a 6yaer uMeTh HU3KUH YPOBEHb 3alIUIIEHHOCTH.

7.2. OnpeneneHue akKTyalbHBIX YTP03 O€30II1aCHOCTH IEPCOHANIBHEIX JAaHHBIX

JInsd OIEHKHM YPOBHS HCXOIHOM 3alWINEHHOCTH BBOIAHUTCS KOIQ(QHIMEHT HCXOTHON
3aIMUIIEHHOCTH Y 1, KOTOPBIHA MOKET IPAUHAMATD 3HAYCHHS:

0 — 1 BBICOKOM CTETIEHH HCXOTHON 3aIUIEHHOCTH;

5 — U1 cpeiHel cTeneHN UCXOIHOM 3aIUIIeHHOCTH;

10 — 1t HU3KO# CTEMEeHU UCXOAHOMN 3alIUINECHHOCTH.

CrenyromM mapaMeTpoM, HEOOXOMUMBIM [UIS OIPENENEHUS AaKTyalbHOCTH Yrpo3
6esomacHoct I1J[H, sBIsieTCsT YacToTa (WM BEPOSTHOCTH) PEalM3alliU yTPo3bl, 0] KOTOPOH
IIOHUMAETCsI OIPECIICHHBIN SKCIEPTHBIM ITyTeM II0Ka3aTellsd, XapaKTEPU3YIOIIUNA BEPOSATHOCTh
peanu3alnuu KOHKpeTHO# yrpo3sl OezomacHocTd I1JJn s MCII/IH B peanbHBIX YCIOBHSX €€
(GyHKIHOHMPOBaHMS. BBOIUTCS YeThIpe 3HAUCHHS 9TOT0 [I0Ka3aTes, 0003Ha9aeMoro Kak Y2:

MaJIOBEPOSITHO — OTCYTCTBYIOT OOBEKTHBHBIE IIPENNOCHUIKH IS OCYIIECTBICHUS
yrpo3sl (HAIpUMeEp, Yrpo3a XWINCHUS HOCHTeNned WHPOpPMaluM JHIAMH, HE HMEIOIIUMU
JIETAJILHOTO JIOCTYIIA B TIOMEIICHUE, T]Ie ITOCTIeTHUE XPAHITC);

HHU3Kass BEPOATHOCTb — OOBEKTHBHBIE IIPEANOCHUIKM JJI pealu3aldd  yIPO3bl
CYLIECTBYIOT, HO TPHHATBIE MEPHI CYIIECTBEHHO 3aTPYyIHSIOT €e pealu3alyio (HampuMmep,
HCIIOJIB30BaHbI COOTBETCTBYIOIIME CPEACTBA 3aITUTH HHYOPMAIUN);

CpelHsisE BEPOSTHOCTh — OOBEKTHBHBIE IPEANOCBUIKMA [UId pealu3aludd  yrpo3bl
CYIIECTBYIOT, HO IIPUHATHIE MEPHI oOectieueHust Ge3omacHocty 11J[H HeTOCTaTOYHEL,

BEICOKass BEPOSATHOCTh — OOBEKTHUBHBIE MPEANOCBUIKA JUIA pead3alli¥ YIPO3bI
CYIIECTBYIOT ¥ MephI 0 obecnieueHmto 6e3onacHocTy [1JIH He IPUHATEL

JlaHHEIH TOKa3aTeNlb IPHHUMAET CIIEeTYIOIINe 3HAUCHUS:

0 — st MaTOBEPOSTHOM YTPO3HI,

2 — Iy HU3KOH BEPOSTHOCTH YTPO3BI;

5 — s cpeiHe BEPOSITHOCTH YTPO3HI;

10 — 111 BBICOKOW BEPOSITHOCTH YIPO3BI.

Hcnonp3yss 3HaueHWS MpPHUBEICHHBIX BBINE Tokazareded Y1 u Y2, BbeMHUCIAETCH
K03 QUIMEHT pean3yeMOCTH yIpo3bl Y, onpenenseMsblii cooTHomeHneM Y = (Y1+Y2)/20.

B 3aBUCHMOCTH OT CBOET0 3HAUEHHsI 3TOT KO3()PUIIMEHT IPUHUMAET 3HAYCHHUSL:

0 <Y <0,3 — peamn3yeMOCTh YTpO3bI IPHU3HACTCS HUZKOMH;

0,3 <Y <0,6 — peann3yeMOCTh YIPO3bI IPU3HAETCS CPENHEN;

0,6 <Y < 0,8 — pearuzyeMoCTh YyIpO3bl IPU3HACTCS BHICOKO;

Y > 0,8 — peanuzyemMocTh yIpo3bl IPU3HAETCS OYEHb BHICOKOM.

Hanee naetcst ounenka omacHocTd kKaxnou yrpo3sl [T mis UCII/In. J[lanHas oneHka
HOCHT 3KCIIEPTHBIN XapaKTep M MOJIydaeTcsl IIyTeM OIpoca SKCIEPTOB B 00acTU O6€30MacHOCTH
nHpopmanuu. J[aHHAS OIICHKA HMEET TPH 3HAUCHHS:

HH3Kas ONACHOCTb — €CJIM peain3alds Yrpo3bl MOXET MPUBECTH K HE3HAYHUTEIHHBIM
HETaTUBHBIM I[IOCIIEACTBUSAM 1J1s cyOBekToB I1/H;
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CpeAHss OMAaCHOCTh — €CIH pealu3alvs yrpo3bl MOXET INPUBECTH K HETaTUBHEBIM
MTOCIIEACTBHUAM U1 cyObekToB I1/1H;

BBICOKas OIIACHOCTH — €CIIH pealld3allvs yYrpo3bl MOXKET MPHBECTH K 3HAYUTEIHHBIM
HETaTHBHBIM MOCIIEICTBUAM IS CyOBeKToB I1]]H.

Ilocne mpocuera Beex mMOKasaTeneil HPOM3BOIUTCS ONEHKA AKTYATBHOCTH KaXIoh
yrposel 6esonacHoctu IIJln mpu mx o6paGorke B VICIIJ[H HMcXOmd M3 MATpHIIBL pacdeta
aKTyaJbHOCTH yrpo3 OezonacHoctd [1/1H, npuBeeHHas B ciaeaytomei Tabume:

Peanuzyemoctsn :
Iloka3saTe/ b 0OIACHOCTH YIPO3BI
YIpo3sl
Huszkas Cpeanss Bricokast

Huskas HEaKTyaJlbHas HEaKTyaJlbHas aKTyaJlbHas
Cpennsis HEaKTyallbHast axTyaJlbHas aKTyaJIbHas
Bricokas aKTyaJlbHast aKTyaJbHas aKTyaJIbHast
O4eHb BBICOKas aKTyaJlbHas aKTyaJlbHas aKTyaJlbHas

Ha ocHOBanuMy MOJIOKEHHH MOJENH YIpo3, MOJIEIH HAPYIIHTEN, JAaHHBIX 00 HCXOIHOM
samumerHoct UCIII (Y1), koaddummente peammsyemoctu yrpossl (Y), BEpOSTHOCTH ee
peammsaruu  (Y2), a TaKke OKCIEPTHOM OLEHKH OIACHOCTH YIPO3BL, ONpPENeleTcs

aKTyaJIBHOCTb KaXI0M yrposnl 6e3omacHoctr I1J1H, o6pabarsiBaemeix B MCII(H, yka3aHHAas B
clenyromen Tadauie.

Ne  |Yrposa 6ezomacHocTy [1/[H

BeposaTHOCTD Kos¢pdunment OneHnka OmeHka
/1T
peanmu3auu peanu3yeMocTi
OMacHOCTH aKTyaTbHOCTH
yrpo3sl (Y2) yrpo3ssr (Y)
1 |Pasrnamenue, nepenaya umm yrpara 2 0,75 CpenHss aKTyanbHas
aTpuOyTOB pasrpaHUUEHUS JOCTYIIA K
VCIITn
2 |Hapymenue NpaBuI XpaHEHHS 3 0,75 HU3Kas aKTyalbHas
aTpHOyTOB pasrpaHHYEHHUs JOCTYIIA K
WCTIIa
3 |Hecoobuenue o akrax yTpatsl, 5 0,5 CpeIHAL aKTyanbHas
KOMIIPOMETAIHH aTpHOYTOB
pasrpanndenus gocryna k MCITIx
4 |BHeapeHHe areHTOB B YHCIIO 5 0.5 CpeaHssn aKTyanbHas
[IepCOHAA CHCTEMBI
HecaHKIMOHMPOBAHHBIH 3aITyCK 2 0,6 BbICOKast aKTyanbHast

TEXHOJIOTHYECKHX IPOTPaMm,
CIIOCOOHBIX TIPH HEKOMIIETEHTHOM
UCIIONBb30BAaHUY BBI3BIBATH ITOTEPIO
PaboTOCMOCOOHOCTH CHCTEMBI HIIH
OCYIIECTBISAIONINX HeoOpaTuMble
M3MCHCHUS B CHCTEME
(opmaTupoBaHue UK
PECTPYKTYPH3ALMIO HOCUTEIeH
uHGbOpMaLWH, yIaJeHHe TaHHBIX H
T.11.)

5 |BBoa omm60YHBIX TAHHEIX 10 1,0 HH3Kas aKTyajbHas




JlelicTBHS COTPYIHUKOB, IPHUBOIAIIIE

S 075 BBICOKAst aKTyanbHas
K 9aCTMYHOMY MJIM MOJTHOMY OTKazy
CHCTEMBI HITH HAPYIEHHIO
paboTOCIOCOOHOCTH amNapaTHBIX HIH
POrPaMMHBIX CPEJICTB
6  |[UrropmpoBaHHe OPraHM3aLMOHHBIX 10 1 cpenHss aKTyajbHas
orpaHMYeHu (YCTaHOBIEHHBIX
npaui) npu padote ¢ I1]1
7 |®usmdeckoe paspyLIeHHe WA BEIBOX 0 0,5 BBICOKASI aKTyanbHast
13 CTPOS BCEX WU OTHAENBHBIX
Hau6oliee BayKHBIX KOMIIOHEHTOB
WCTI/Tn
8  [Bakymku HecoBepIIEHHBIX, 0 0,5 HU3KasI HeakTyalbHast
YCTapEBUIMX MM HEMEPCIEKTHBHBIX
cpencTs uHGOpMATU3ALMH U
UH)OPMAIMOHHBIX TEXHOIOTHI
9  [Xumenue HocHTeNel HHGOPMALIKH, % 0,6 BBICOKAs aKTyaJIbHas
conepxamux I1]]
10 |To e, BHeMmAMI HAPYHUTEND 2 0,35 cpennss HEaKTyaJlbHas
11 |HesakonHnoe momyuenue naposei u 0,75 cpenHss aKTyajbHas
IPYTUX PEKBU3UTOB Pa3TpaHUYEHHUs
noctyna k UCIT/{xn
12 |To xe, BHemHMIT HAPYIIUTEND 2 0,6 CpeaHss aKTyalbHas
13 HecankimoHUpOBaHHAS 5 0.7 BELICOKas aKTyanbHas
MoIr(GUKAIVS IPOrPaMMHOTO
oOecredeHns
14 ITo xe, BHMHUIT HApyIIUTEND 2 0,6 BBICOKAs aKTyaJlbHas
15 [Mepexaar IT]], mepenaBaeMbIX M0 0 0,5 BBICOKAsI aKTyaJibHas
KaHa/IaM CBS3H
16 |To xe, BHEIIHMII HAPYIINTENH 0 0,5 BBICOKAs aKkTyasbHas
17 |HecaHKuMOHNPOBaHHOE KOMMPOBAHKE S 0,75 CpeTHsIst aKTyajbHas
HocHTeel nHpopMmarmu ¢ [1]]
18 |To xe, BHemHMIt HApYIHTETH 2 0,6 CpeIHss aKTyanbHas
19 Urenue ocrarounoit unbopmaru u3 0 0,5 HHU3KAS HeaKTyallbHast
ONEPaTUBHOM MAMATH U ¢ BHELIHUX
3aIIOMHUHAIOIINX YCTPOWCTB
20 |To e, BHOLIHMI HAPYIINTEb 0 05 HU3Kast HeaKTyaJlbHas
21 |HenpensamepeHHOE 3apaxeHHe 3 0,75 HU3Kas aKTyalbHas
KOMIIBEOTEpPa BUPYCaMH
22 [pennamepeHHOE 3apakeHNe 10 1,0 HU3Kas aKTyanbHast

KOMITBIOTEPA BUPYCaMU




ww
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BMeNaTensCcTBO B MPOIECe
(bysaxuuonupoBanus UCIIH, ceTeii
00111er0 TOJTB30BAHMS C LETBIO
HECaHKIIMOHUPOBAHHO
MOIH(DUKAINN TaHHBIX

0,75

BBEICOKasA

AKTyajJlbHas

24

To ke, BHELIIHNI HApYIIUTEIh

0,6

BBICOKAA

aKTyaJibHas

S

HecaHKIHOHIPOBaHHOE BHEAPEHUE U
HCIIONIb30BAHUE HEYUTEHHBIX
MPOrpamMM, He SBISTFOLIMXCS
HEOO0XOAUMBIMU JJIS BBITIOTHEHHS
COTPYAHUKAMH CBOUX CITYEOHBIX
00s13aHHOCTEH

10

1,0

cpenHsist

aKTyagbHas

26

To ke, BHEIIHUI HAPYIIUTEIH

HHU3KaA

AKTyaJIbHasg

D

HeyMblIIIeHHOE TIOBPEXIEHUE
BHELIHUX KaOSMbHBIX CHCTEM CBS3H

0,6

HHU3Kasa

HEaKTyaJIbHasd

28

BO3HIUKHOBEHHE NOXapOB B
HETOCPEICTBEHHOU OIM30CTH K
MTOMEILEHUSIM, B KOTOPBIX
oOpabarsiBatoTes [1]1 1 apxusam I1]]
pe3ynIbTaTe HeMCIPABHOM
SIIEKTPONPOBOIKH, HEHCTIPABHBIX
TEXHUYECKUX CPEICTB, HapyIIEHHs
COTPYIHUKAMHU TIPaBHI
POTHUBOIOKAPHON 0€30MacHOCTH.

0,6

BBICOKas

aKTyaJbHas

29

Paspymenue 31aHui, OTACIBHBIX
MMOMEIIECHUI

HHU3KaA

aKkTyaJibHas

30

BozneiictBue atMochepHOTO
BJIeKTpUYecTBa

0,75

HHU3Kasa

aKTyaJlbHasA

31

B03HUKHOBEHHE CTUXUIHBIX 09aroB
M0KapoB

0,6

HHU3Kasa

HCaKTyaJlbHasd

32

ABapI/II/I B CHCTEMaAX DJIEKTPOITUTAHUS

075

HHU3KasA

aKTyaJibHasd

33

HapymeHue TeMnepaTypHOTO pexumal
B MOMEIIEHUSIX C KPUTHIECKUM
000pyIOBaHIEM pe3yiIbTaTe
HEUCIIPAaBHOCTH CHCTEM
KOH/AULIMOHUPOBAHHSA

0,75

CpenHsis

aKTyaJlbHasd

34

ABapuH B cUCTEMaX OTOIDICHUS H
BOZOCHA0KEHUS B HETIOCPEACTBEHHOM
0JIM30CTH K MOMELIEHHAM, B KOTOPBIX
oOpabareiBatotes [1]1 u apxusam T1]T

0,75

cpenHast

aKTyaJIbHast




